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1. Introduction

This security report aims to provide a comprehensive assessment of the current security
state, vulnerabilities, and potential risks within the system. By conducting a thorough
analysis, we aim to identify areas of concern and offer actionable recommendations to
enhance the overall security posture. The findings and insights presented in this report will
help guide the implementation of effective security measures and mitigate potential threats.

2. Disclaimer

A penetration test is considered a snapshot in time. The findings and recommendations
reflect the information gathered during the penetration test and not any changes or
modifications made outside of that period.

3.Scope/Targeted vulnerabilities

. SQL Injection

. Insufficient Access Controls
. Cross-Site Scripting

. Direct Object Access

. Insecure File Upload

. Parameter Tampering

. Insecure Business Logic

~NOoO o WN -~

4. Contact Information

Name Title Contact Information

Security analyst

Researcher_name Email: info@vulndetox.com




5. Severity Ratings

The following table defines levels of severity and corresponding CVSS score range that are
used throughout the document to assess vulnerability and risk impact.

CVSS V3
Score
E] L]

Severity Definition

Exploitation is straightforward and usually results in
Critical 9.0-10.0 | system-level compromise. It is advised to form a plan of action
and patch immediately.

Exploitation is more difficult but could cause elevated

High 7.0-8.9 privileges and potentially a loss of data or downtime. It is
advised to form a plan of action and patch as soon as
possible.

Vulnerabilities exist but are not exploitable or require extra
4.0-6.9 steps such as social engineering. It is advised to form a plan of
action and patch after high-priority issues have been resolved.

Vulnerabilities are non-exploitable but would reduce an
Low 01-3.9 organization’s attack surface. It is advised to form a plan of
- action and patch during the next maintenance window.

No vulnerability exists. Additional information is provided
Informational N/A regarding items noticed during testing, strong controls, and
additional documentation.

Tool Used: Burp Suite only.
(Manual Testing)



6. Penetration Test Findings

Vulnerability 6.1 Stored Cross Site Scripting (S-XSS)

Affected IP/URL https://54-193-50-15-letsee.vulnerablesites.net/products/new

OWASP Category | Injection

The website has a widespread and persistent vulnerability called "Stored
Cross-Site Scripting” (XSS). It affects the entire site, causing XSS payloads
with malicious code to continuously appear for every visitor. This
vulnerability poses significant risks, including unauthorized data access,
session hijacking, and potential malware distribution. Immediate action is
required to mitigate this vulnerability and protect

the website and its users.

Description

Implement strict input validation and output encoding to prevent the

Recommendation , . \
execution of malicious scripts.

References WSTG - v4.1 | OWASP Foundation



https://54-193-50-15-letsee.vulnerablesites.net/products/new
https://owasp.org/www-project-web-security-testing-guide/v41/4-Web_Application_Security_Testing/07-Input_Validation_Testing/02-Testing_for_Stored_Cross_Site_Scripting

Proof of Concept

Step 1. Login into your account.

Step 2. Go to Profile, in Account Settings click on My Storefront.

O & hitps//34 153 50 15 letseevulnerablesitesnet/account w a @ @

~ CHALLENGES & HINTS

Le lSee Q, search..

About attackerOx~ Cart (0)

Account Settings

About you

Bob-Attacker
attackerOx

———

Website: https:fwww.mysite.com/

Your shipping addresses

Credit Cards




Step 3. Click on Manage Shop, and click on the + icon on the image tab.

~ CHALLENGES & HINTS

Browse...| No file selected.

No Available Products

Create new product :

Step 4. Use this payload in the Product Name parameter:
</Textarea/</Noscript/</Pre/</Xmp><Svg /Onload=confirm(1)>

~ CHALLENGES & HINTS

LetSee & searen.

New Product

$  Per ltemn Price

Clothing v

roduct details...




step 5. It's stored xss now, you can confirm the vulnerability by visiting the above URL.




Vulnerability

Severity Level

Affected IP/URL

6.2 Reflected Cross Site Scripting (XSS)

https://54-193-50-15-letsee.vulnerablesites.net/search?search=

OWASP Category

Injection

Description

Cross-Site Scripting (XSS) is a type of web vulnerability where attackers
inject malicious scripts into a website, which are then executed by
unsuspecting users, potentially compromising their sensitive information or
enabling unauthorized

activities.

Recommendation

Implement strict input validation and output encoding to prevent the
execution of malicious scripts.

References

Cross-Site Scripting (XSS) | OWASP Foundation



https://54-193-50-15-letsee.vulnerablesites.net/search?search
https://owasp.org/www-community/attacks/xss/

Proof of Concept

Stepl. Go to the search box.

& 3 o QO & hilpsy/54-195-50-15 Jetsee vulnerablesitesnet w

2 a5 @ @

| ~ CHALLENGES 8L HINTS

About  attackerOx~ Cart (O

I‘etsee Q, <audio srcfonerror=alert(l)>

Step2. Use the payload:
<audio src/onerror=alert(l)>




Step3. The payload will pop-up!

&« 2> O QO B hitpsi/54-193-50-15 17search= <audio-+sr (1> Bsurp=0 b4 2 H @ & =

D) 54-193-50-15-letsee wulnerablesites.net

1




Vulnerability

6.3 Unfiltered Exif Data (File upload)

Severity Level

Low

Affected IP/URL

https://54-193-50-15-letsee.vulnerablesites.net/storefronts/7

OWASP File Upload
Category

The website has a vulnerability where unfiltered EXIF (Exchangeable Image
Description File Format) data is exposed through image uploads. This means that when

users upload images to the website, any potentially harmful or malicious data
embedded in the
EXIF metadata of the images is not properly filtered or sanitized.

Recommendatio
n

Itis crucial to implement proper validation and sanitization mechanisms for
any uploaded images. This includes thoroughly checking and removing any
potentially

harmful or untrusted EXIF data before storing or using it within the website.

References

File Upload - OWASP Cheat Sheet Series



https://54-193-50-15-letsee.vulnerablesites.net/storefronts/7
https://cheatsheetseries.owasp.org/cheatsheets/File_Upload_Cheat_Sheet.html

Stepl. Go to your account.

Step2. Go to Storefront and click on Manage shop.

« c O G hetpsy//54-193.50-15 letsco vulnerablesites net/account

2 aH @ @

v CHALLENGES & HINTS

LetSee & seaen

Account Settings

Proof of Concept Aboutyou

Bob-Attacker ;‘ =
v
i
attackerOx e
pA !

Website: https:/fw

About

attackerOx = Cart [0}

Your shipping addresses

Credit Cards




Step3. Click on camera button and upload the file which may contains meta
data. Reference: GitHub - ianare/exif-samples: Sample images for testing Exif
metadata retrieval.

Q & niy 50-15-lelseevulnerablesites.net/storefror Ve 2 a ® & 3

LetSee Q ser

@
Browse...| No file selected

Step4. After uploading, come back the to the accounts section & right click on
image > Copy link.

(in] Konica Minchta DIMAGE Z3jps X | == - 0 X|nmn | Konica Mincha DIMAGE Z3jpa X | == -
&« O 0 (1 hitps/exifinfo.org/detai s o & @ G| L) € © @ & hpsyeilinfoorg/dets 5 oo 4 @ Q[
™ Gmal B Youtube L# Meet [ GoogleNews 7 Amizone (B Coursera > Other favorites Q M Gmail @B Youtube [ Meet [FY GoogleNews ™ Amizone (@ Coursera > Other favorit
Exif Info: - 4 - . L4 Exif Info: . - ¢ .
X1 NTO.: Konica_Minolta_DiMAGE_Z3. jpg X1 NTO: Konica_Minolta_DiMAGE_Z3. jpg
o
Slad EXIF 1 St EXIF
Image Description mage Description
KONICA MINOLTA DIGITAL CAMERA S KONICA MINOLTA DIGITAL CAMERA
s . Make
KONICA MINOLTA & KONICA MINOLTA
“ camera ¥

camer era Model Name
DiMAGE Z3 DiMAGE Z3

(normal)

File

e
a_Minolta_DiMAGE_Z3.jpg Minolta_DiMAGE_Z3. jpg

Step5. Visit, Exif Info: view meta-data in your files to check the exif data.



https://github.com/ianare/exif-samples
https://github.com/ianare/exif-samples
https://github.com/ianare/exif-samples
https://exifinfo.org/

Vulnerability

6.4 Session invalidation

Severity Level

Moderate

Affected IP/URL

https://54-193-50-15-|etsee.vulnerablesites.net/account

OWASP Insufficient/Broken Access Control
Category

The website fails to properly invalidate user sessions upon logout, allowing
Description an active session to remain valid and accessible even after the user explicitly

logs out. This vulnerability poses significant risks as an attacker could
potentially hijack the active session and impersonate the logged-out user,
gaining unauthorized access to their

account and sensitive data.

Recommendatio
n

It is essential to implement proper session management mechanisms. This
includes ensuring that the session is invalidated, and all associated session
tokens and cookies are properly cleared upon logout. Additionally,
implementing session timeout

measures, such as setting an appropriate idle session expiration time, can
further enhance security by automatically terminating inactive sessions.

References

1. AO1 Broken Access Control - OWASP Top

10:2021 2.Session Management - OWASP
Cheat Sheet Series



https://54-193-50-15-letsee.vulnerablesites.net/account
https://owasp.org/Top10/A01_2021-Broken_Access_Control/
https://owasp.org/Top10/A01_2021-Broken_Access_Control/
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html

Stepl. Go to your account.

Step2. Update the name, nickname, etc.

& [ @ G hitpsy/54-193-50-15-letseenulnerablesites.net/account

- CHALLENGES & HINTS.

LCLSCC Q, Search

Proof of Concept
Account Settings

About you

About zorXtinde~ Cart (0}

Victim Zor

zorxtinde

Website: https:fwww.mysite.com/

My Storefront

Your shipping addresses

Credit Cards




Step3. Open Burpsuite and Capture the request while updating your account
information.

Target | Praxy | Spidar | Scanner | itrucer | Rapaster.| Sequancar | Dacodse | Comparse | Extander
Jal |

[ Prject optians | User aptions | Aésas |

(o) Zlv) [3is Targat: Bitps/54.193.50.15 btseo. vulnerablosios.net [ #] 2
Renuess Response

Row | Params | Hesders | Hex | FRow

T T

o

0 matches 2 () [B] (5] [Tope v oearch 0 matches|

Step4. Now, Logout from your account.

Step5. Change the name, etc. and forward the request.
BooM! You'll get 200 OK response from the web server.

Burp Imnuder Repeser Window Hsip
ey Py | Spin | Sconvm | irocoe [ Bppemi] S | Dsceie | Gompae | Eiador | ract s | e stos [ st |

Jaal |

[L6o | | comer | <ln || 2Ie Targat: hips:ii54.153.50.15 Jotses winerablestes.net | #] 7 |

{7, M AT Lmane 245k e LaThOZ = 30= (043570

4
0 matches 2| = [0 [ e oo 0 matehes|

Dane 1205 bytes | 705 il

Step6. Login into your account and observe, Account details has been changed
without proper account access.




Vulnerability

Severity Level

Affected IP/URL

6.5 No Rate Limiting leads to Account Take Over

https://54-193-50-15-letsee.vulnerablesites.net/login

OWASP Throttling and Rate Limiting
Category

The website lacks rate limiting on its login page, which leads to a significant
Description security vulnerability that can result in account takeover attacks. Without

rate limiting, an attacker can repeatedly attempt to guess user credentials
without any restrictions, exploiting weak passwords or using brute-force
techniques to gain unauthorized access to user accounts. This vulnerability
allows malicious actors to automate login attempts, making it easier for them
to bypass authentication mechanisms and gain

control over user accounts.

Recommendatio
n

Implement Strong Password Policy, CAPCHA, 2FA and account lockout to
avoid rate limiting vulnerability.

References

OWASP LA Robert Lee Combating Account Takeover 2017 11.pdf



https://54-193-50-15-letsee.vulnerablesites.net/login
https://owasp.org/www-pdf-archive/OWASP_LA_Robert_Lee_Combating_Account_Takeover_2017_11.pdf

Stepl. Visit the above URL.
Step2. Enter the email address of the victim & enter wrong password.

Step3. Now, capture the request in Burpsuite & send request into Repeater tab.

Proof of Concept| = e v e

Target | Praxy | Spider | Scanner | Itrudes,| Repester | Sequancer | Dacodse | Comparee | Extender | Project options | User options | Akeis
[1o]2-T3 - ot - |
Targst | Pasitions | Payloads. | Opions |

vl &

EEEE Omtches [ Gt
Vi Lonath 752




Step4. Select the “password” parameter, add as brute force target.

Step5. Now create a wordlist or for reference use my wordlist with the testing

password in the list. s3ctatOr/test-wordlist (github.com)

Step6. Set Payload type as Simple, paste the wordlist and click on Start Attack
button.

i, it oot o .
[ [ Py [ e [iam] ropu | sepasct | oot | e i | rfc spions | oo spns | o |
[eTeeTo-Taaml |

[Torge | Petion B Owire |

[2] Parload Sets

You can eft cnt or mory paykd saa, Ths oo ofpayad 1t pids on he ek type coied " B e el et v oSy e i Bk
Payoso st 4 5 Pavosacom 201
Pryond e (S T
@) *
L i e
[Pame ] 1234 5
g
vy | s
o 9
[(Romwr ] | )
| cem | men
S e
i
Aot L]

g

o5 to e caious prcessig Lasks on sach payload bekr I i used
| Add | Enabled |Rue ]
| e
]
[
3| Payioad Encoding
This: siting can b s to UL 4nos 3846cta0 characters wi he Snal Seylosd, e afe iansmission wihin HITP rsquests. [

[ URL-sncode these choracters, | A=ca?e8" [

Step7. After completion of the attack check for 200 Status code and bigger
length of the response.

W intruder attack 3 - o x
Attack Save Columns

Resuts | Target | Positons | Payloads: | Options: |

[rar Sasing st 0

| Remusst 4| Payiond Stz Evor | Timeow|Lengh | Gommant
u puiple o7 W E 4
1 andiea am o O =
18 nomy a0 o O
119 dakota 01 o o
120 Su12248678 401 O O &
12 1 O o wn
122 01 B g &
121 a0 O o 4
124 a0 O o =
125 01 o o e
125 01 o=
2 01 U g o=
12 01 0 O
2 01 [T
130 401 ] [

Request | Respanse

[ views [ x|

b

L_a671 "3003-08-31T131581 46, 26327, "suorertont_Ld"imulll ], "notitica

Step8. Now go and confirm the password by logging into the web application.



https://github.com/s3ctat0r/test-wordlist

Vulnerability 6.6 Parameter tampering / Business Logic

Affected IP/URL | https://54-193-50-15-letsee.vulnerablesites.net/products/5 (Choose any

product you

want)
OWASP Price manipulation
Category

The website is vulnerable to parameter tampering, specifically product price
Description manipulation. Parameter tampering refers to the unauthorized modification

of data parameters passed between a client and a server in a web application.
In this case, the vulnerability allows attackers to manipulate product prices
by altering the parameters associated with the price calculation or display.
Attackers exploit this vulnerability by modifying the parameters sent to the
server, which controls the calculation or display of product prices. By
manipulating these parameters, attackers can fraudulently lower or increase
the prices of products, potentially leading to financial loss for the website or
unfair pricing for customers.

This affects business so it is also known to be Business Logic vulnerability.

Implement strict access controls to ensure that only authorized personnel
can modify or update pricing-related parameters. Perform server-side
validation of all input parameters related to pricing calculations or display.
Validate and sanitize user input to ensure that only authorized and expected
values are accepted.

Recommendatio
n

References Web Parameter Tampering | OWASP Foundation



https://54-193-50-15-letsee.vulnerablesites.net/products/5
https://owasp.org/www-community/attacks/Web_Parameter_Tampering

Proof of Concept

Stepl. Go to the website. Click on any product you wish.

Step2. Add the product into Cart.

& C Q & hitpsy/54-193.50-15

5 letscevulnerablesites.net/products/S

w

v 0 ¥

» CHALLENGES & HINTS

LelSee & seen

Incredible Fashion and Jewelry

SHOP BY EDNA MODE

Amethyst and Moissanite
Ring

$300.00

Quantity.

Description

Don't miss this oppartunity to own this gorgeous gemstone ring crafted in silver with a
large amethyst centerstone. The ring is accented with Moissanite, an alternative to
Diamonds that is harder and more lustrous than cubic zirconia.

About  attackerOx~ Cart (0)




Step3. Click on “Proceed to checkout”

£ = 7 Q b hilpsy/54-193-50-15-letsee vulnerablesites.net/cart

LeLSee Q, Search..

Shopping Cart

‘ s T Amethyst and Moissanite $300.00
Ring
Quantity:

Remove

.
LetSee! viersnmrsmavorsiinnsnes:

Step4. Click Continue.

= c O A hetpsy/54-193 50-15 letsoo vulnerablesites net/checkaut

o

e s Pe

About attackerOx~ Cart (1)

CART SUMMARY

Item(s) Total: $300.00

Keep shopping

©2073 Letzee, Inc About

kA

o0 ¥

LetSee @ s

Shipping Address

® Tomcat
Apache services
NGNIX department
Microsoft
Windows, 41029

=+ Add a new address

Payment Method

@® Card ending in 5100
Expires 2/2024
Attacker

<+ Add a new credit card

About attackerOx~ Cart (1}

CART SUMMARY

Itern(s) Total: $300.00

Revise your order




Stepb. Click on Place Order, capture the request in Burpsuite and tamper the
value of
“total” (its Total amount of the product) to the value you wish.

‘ ‘ c Oamw S 0 B @ = | s | oy e s | oo lomeser]| Eosr | oo s e s
" | [t | HTTP tistory [ wisbSockets tustory | Options |
S = 8 s
LetSee T Fovad || Owe | [ewetien | Acton | Carmea frs e HE

] s st Jox)

PATCHL a1/ sedsza 2 panee HETES AL
blesites net

Double check your order details

CART SUMMARY
Itern(s) Total: $300.00
-
ssck )
L
ani_semnion=2ria63yes LIASHO0GH fno SETvAFEKghTADS
a7 ammrceasq TR
ATIAID
Shipping Address Payment Method
‘Credte_card (4% 57112647, Vabipping_addvena 147 13,111 ing_addrean_td%: 1%, "uae_accoune_balance!:falas,
Change Change I - - - - - - -
Tomcat Card ending in 5100
Apache services Expires 2/2024
NGNIX department Attacker
Microsoft

Windows, 41029

el 5 p— B EE G

Step6. Forward the request.

Step7. You got 200 OK response from the server. Now, let’s check on the order
successful page.

canner | Intruder | Repeater | Sequencer | Decoder | Comgarer | Extender | Project options | Usar options | Alets |

- (¢] O A hipsy/51-193-50-15-letseevulnerablesites  90% ¥ o n Pe =

| [ | H11P nistary | webSoesets mtary | Gpuens
Letsee Q, search About attackerOx~ Cart (0) |#] £ Racuest to kaips #54-193.50-15 Jison winerablesites net 447 [64 197 50 18]
| Fowaw | Drop | [ mersptimon | Acton | et s o 1=
Raw [ Params | Headers | Hex

FOT /api/auth ATTE/ 11

Thank you for your order P A e e

Order Number 21

An ermail will be sent to ellictakasepiOl@gmal.com once the order has shipped

=s.vulnerablesires, net/crder /21

Tisxu
Lvulnecablesices. ne;

Order details tata
T

Shipping address Payment method Breakdown AcA 089D
ot Card ending in 5100 | "raman s Atessrar BONY, MELCERAmE": ot taskern)
Apache services Expires 2/2024 Vel Balicon 00

NGNIX department Attacker

Microsoft

Windows, 41029

Tax $03

Shipping $4.99

~lbe] [ [ Bl e 2 ssarch 0 mats

Here, you got the manipulated pricing at $3




Vulnerability 6.7  Direct Object Access (IDOR) / Business Logic

Affected IP/URL https://54-193-50-15-|etsee.vulnerablesites.net/account

OWASP Insecure Direct Object Reference
Category

The website is susceptible to an Insecure Direct Object Reference (IDOR)
vulnerability in the account details change functionality. IDOR occurs when
an attacker can directly manipulate or access internal object references, such
as user accounts or

sensitive data, by tampering with input parameters or request payloads.

Description

Implement Proper Authorization and Access Controls: Ensure that
appropriate authorization checks are in place to restrict access to
sensitive resources. Users should only be able to access and modify
their own resources, preventing unauthorized access to other users'
data. Validate User Permissions: Implement server-side validation to
verify that the authenticated user has the necessary permissions to
access or modify specific resources. This prevents unauthorized
actions on sensitive objects.

Recommendatio
n

References Insecure Direct Object Reference Prevention - OWASP Cheat Sheet Series



https://54-193-50-15-letsee.vulnerablesites.net/account
https://cheatsheetseries.owasp.org/cheatsheets/Insecure_Direct_Object_Reference_Prevention_Cheat_Sheet.html

Stepl. Create multiple accounts, login into the accounts & go to profile

Account. Step2. While making a purchase you can capture “user_id” and “mac”
id and save it.

Proof of Concept

¢ C O A hilpsy/s4193-50-15 letscovulnerab 0% 13 L aPe =

2
LetSee [ seren

About attackerOx - Cart (1

~ CHALLENGES 8 HINTS

LetSee (B serh

Account Settings Account Settings

About you About you
Attacker Nobita . Victim Zor ‘
altackerOx vietimox
Website: nttps,//www.mysite.com

site.cor

‘ Update User

Update User

Your shipping addresses Your shipping addresses

Tomcat
Apache services

Dincle
Tinlle
NGNIX department akhks
Microsoft ddot
Windows, 41022 maha, 418232




Step3. We have to change userid on the top with HTTP PUT request as well as
mac parameter.

& c Q A hitps//51-193-50-15letseavulnerab! 9% 1% 9 ¢ H P @ = |[mm [ Srider | Scanner | irerader | Repamer | Semuencar | Decocr | Gomparer | Extandsr | Prepsct options | User options | Alens |

| HITP histery | WetiSuekets nisiory | Opuans |

ALLEN HINTS
ey < . . £ # [} Requast ia hitps 54 193-60-15 letsea winerablasitas rat 443 [54 193 50 15]
LetSee Q. sear < ol
* Fomad || Owp | [elwcaaon | | Actien

[ Params [ ieaoes [ |
e 1.1

ease vulnseanleaieen

2000101 Fizetox/121.0

Account Settings

About you

Attacker Nobita

attackerox

PSP UXIp DL NZRRP TS T “ave -
MR QT LPEDYTOLL 4N L) MUZITmAd 3DV I——50e 558233

[ "mewet: mhtzacks: Nk sc0, Teebaiee w

Your shipping addresses

Tomcat

Apache services
NGNIX department
Microsoft
windows, 41029

e

Step4. Here, we can find the user_ids and mac ids for both the accounts.

g s ey s

« (s} Q fa nitp vulnerab 0% ¥ [CHFE I ]

| [ Tarast [ ums | S | Scamer ] inbuoter | Repeater | Sequencer | Ducoder | Gormpeest [ Extendor [ Protect optons | User options | Alsts

A [RSR] Fe st | Wessockon oy | Opooms

[#] & Reauest 1o bps st 16350 [64.193.50.18]

Account Settings (et (i) (R (o asmn]

Raw | Params | Hoadors [ Hox
| |

=amet
.0 Winedi xid; tvil08.0) Gecko/20100104 Ticefox

About you

Attacker Nobita
ulnerablenives, st/ accaunt
attackerOx

e wuinsvanisaizes nes

CHPHLC 117 sdVnPeyegdNE
BIFQTOSgAZTNID

| namen “aeeaciee Nobita", '

Dt uTltin, masts T L anet

HALLENGES & HINTS
Account Settings =
*Untitled - Nolepad — o x

file Egit Format View Help

attacker@x - "user_id":
About you “"mac": "d09070d794abee60dB36fB84730F7196™
wictimax - "user_id":
Victim Zor "mac”:"d781ezae8248db6ce1a7hB 2058260435
Ln6.Col 1 0% | Windows (CRLF)  UTF-8
victimox
= B @& [ : 0 st




€ &)

cevulneral  90%

O G nittpsiys4

Step5. Now, replace the attacker’s ids with victim ids.

Jies | piter | Scamer | truder | Repeater | Secuencer | Decuder | Compaser | Extender | Project eptions | User optians | Alets

= CHALLENGES & HINTS

Account Settings

About you

Attacker Nobita

attackerOx

vulnerablesit
= CHALLENGES & HINTS.
Account Settings
About you
Vietim Zor
victimox

Website: hips: s

€ C O G nttpsy/54-193-50-15

tseevulnerab  50%

= Ilargd
3 HITP sy | WasSockot sty | opinns
() s [E—————
[ Fowsd || Dop | [iwwemmen) [ scton

443 [54.193.50.16]

vl =

|

Account Settings

About you

Attacker Nobita

attackerOx

Your shipping addresses

Tomcat

Apache services
NGNIX department
Microsoft
Windows, £1029

Ran | Parems | readers | e |

pecablesices ose

a; eay wwiios.g

wilnaranisaices. neasonune

Geams/20 100

1P §PRTF CAsThAe  £00aTS TFRSAF oCUKTpD 1N

1 Freseen/ Ll

g3 ZBVFD Avta

T

| =l B2

LetSee @ searcn

Account Settings

Abcut you

"iATEATESE Mo iTa”, "RisiaAme”:"sTTASTSEDET, "esDALTS

Step6. Here, you can see the victim details have been updated successfully!

Attacker Nobita

attackerDx

Your shipping addresses

Dincle

Tinlle

akhks

ddot

maha, 418292

0 e}




Vulnerability 6.8  SQL injection

Affected IP/URL https://54-193-50-15-letsee.vulnerablesites.net/search?search=

OWASP Injection
Category

SQL Injection is a web application vulnerability that allows attackers to
manipulate the underlying SQL queries executed by the website's database.
In this case, the vulnerability exists specifically within the search
functionality, enabling attackers to inject malicious SQL code into the search
parameter. Exploiting this vulnerability, attackers can manipulate the SQL
queries to perform unauthorized actions, gain unauthorized access to
sensitive data, modify or delete data, or even execute

arbitrary commands on the database server.

Description

Implement strict input validation and sanitization techniques to ensure that
user- supplied input is properly validated and does not contain any malicious
SQL code. This includes using parameterized queries or prepared statements
to separate data from the SQL query structure. Use of Web Application
Firewall that includes SQL Injection

detection and prevention capabilities. This can help identify and block
malicious SQL Injection attempts before they reach the database.

Recommendatio
n

References 1. SOL Injection | OWASP Foundation

SQL injection cheat sheet | Web Security Academy (portswigger.net



https://54-193-50-15-letsee.vulnerablesites.net/search?search
https://owasp.org/www-community/attacks/SQL_Injection
https://portswigger.net/web-security/sql-injection/cheat-sheet

Proof of Concept

Stepl. Go to the search box.

“ C hitpsi//54.-193-50.15 letsee vulnerablesites net
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Step2. Enter the SQLi payload:
SELECT 'foo' WHERE 1 = (SELECT 'secret')

&« (6] O B hitpsisma- 1335015 Jetsecvulnerablesites net/search?search=309SELECT + foo'+\

LetSee @ searcn.

Search Results for " SELECT 'foo' WHERE 1= (SELECT

'secret)"

Y =
= a¥aY 3023 Letz=e, Inc
LeLSEE  weheipronome youraspurenances

Here, you got the SQL injection vulnerability used for extracting data via visible
errors.
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